FCC Interference Statement

This device complies with Part 15 of FCC rule. Operation is subject to the
following two conditions:

e Thisdevice may not cause harmful interference.

e Thisdevice must accept any interference received, including
interference that may cause undesired operation.

This Advanced Wireless 11g Router has been tested and found to comply with
the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used according to
the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation.

If this equipment does cause harmful interference to radio or television
reception, which is found by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following
measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment or device.
*  Connect the equipment to an outlet other than the receiver’s.

e Consult adealer or an experienced radio/TV technician for
assistance.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled anvironment. This equipment should be installed and operated
with minimum distance 20cm between the radiator and your body.

CE Declaration of Conformity:

This equipment complies with the specifications relating to electromagnetic
compatibility, EN 55022/A1 Class B, and EN 50082-1. This meets the
reasonable protection requirements set out in the European Council Directive
on the approximation of the laws of the member states relating to
Electromagnetic Compatibility Directive (89/336/EEC).




Manufacturer’'s Disclaimer State

The information in this document is subject to change without notice and does
not represent a commitment on the part of vendor. No warranty or
representation, either expressed or implied, is made with respect to the quality,
accuracy or fitness for any particular prupose of this document. The
manufacturer reserves the right to make change to the content of this document
and/or the products associated with it at any time without obligation to notify
any person or organization. In no event will the manufacturer be liable for
direct, indirect, special, incidental or consequential damages arising out of the
use or inability to use this product or documentation, even if advised of the
possibility of such damages. This document contains materials protected by
copyright. All rights are reserved. No part of this manual may be reproduced or
transmitted in any form, by any means or for any purpose without expressed
written consent of its authors. Product names appearing in this document are
mentioned for identification purchases only. All trademarks, product names or
brand names appearing in this document are registered property of their
respective owners.

Trademarks:
All trade names and trademarks are the properties of their respective
companies.

Copyright © 2003, All Rights Reserved.
Document Version: 2.0
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Introduction

Congratulations on your purchase of this Advanced Wireless 11g Router. This
router is the perfect design product combining wireless and Ethernet network
technology together. Fully compatible with IEEE 802.11g wireless standard,
this device not only alows you to take advantage of mohility, but also to have
fast Ethernet connection with built-in four 10/100 auto-sensing switch Ethernet
ports. Users on wireless LAN and Ethernet LAN can share files, printers, and
other networking resource each other at a blazing speed. Best of all, with NAT
technology, all users can share single account of Internet access by having this
device connect to a DSL/Cable modem.

Integrated 802.11g wireless AP and 4-port 10/100 Mbps switch, it is quick and
easy to deploy wireless and wire LAN without spending extra cost of awireless
access point, hub or switch. All LAN users are able to share internal network
data, likefiles, printers, and other networking resources in ablazing speed. The
wireless Router’s efficient antenna offers a covered range up to 30 meters
indoor (150 meters outdoor) and seamless roaming throughout wireless LAN
infrastructure. More over, the wireless operation provides 64 hit key and 128 hit
WEP data encryption for high-level security.

With built-in NAT, this device not only provides natura firewall, protecting
your network from access by outside users but also extends your LAN
connection. Users on the LAN can share a single account of Internet access by
having this device connect to a DSL/Cable modem. This Firewall Router allows
up to 253 users on the Ethernet LAN simultaneously but makes IP
configuration simple and easy. Configured as a DHCP server, the Advanced
Wireless 11g Router assigns an |P Address to every connected PC on Ethernet
LAN automatically. Also, DHCP client helps WAN port obtain IP address
dynamically assigned by ISP,

With a web-based Ul (User Interface), this Advanced Wireless 11g Router is
easy to setup and maintain. With this exclusive user friendly interface, all
functions can be configured easily via a web browser such as Netscape
Communicator and Internet Explorer.




About this Guide

This guide contains information about installing and configuring your
Advanced Wireless 11g Router. It is designed to guide users through the correct
setup procedures for appropriate hardware installation and basic configuration.
Later, it shows how to complete advanced configurations to get the best
operating performance from this Advanced Wireless 11g Router.

Chapter 1: Get to know your Advanced Wireless 11g Router

This chapter describes the package contents and provides alist of features and
applications illustrations of the Advanced Wireless 11g Router.

Chapter 2: Hardware Installation & Setup

This chapter describes the steps for the hardware installation of the Advanced
Wireless 11g Router.

Chapter 3: Internet Access

This chapter describes the steps for the basic configuration and start up of the
Advanced Wireless 11g Router.

Chapter 4: Advanced Applications

This chapter describes how to configure advanced functions in order to get the
most from your Advanced Wireless 11g Router.

Chapter 5: Management

This Chapter describes how to configure management functions in order to
manage and get the setting information of your Advanced Wireless 11g Router.

Chapter 6: Macintosh Setup

This Chapter provides instructions on how to set up your
Macintosh computersin your network.

Chapter 7: Trouble Shooting

This chapter describes any potential problems you may encounter and the
suggested remedies.




Conventions

The following explains the conventions used throughout this document.

Italics New words, terms, or special emphasis. E.g.
Getting to know your Advanced Wireless 11g
Router.

“Boldface” Buttons, checkboxes, or items that you can

select from screens, menus, or dialog boxes.
E.g. Click “OK” to restart

Boldface Italics Itemsin Bold Italics are samples only and you
should enter other names, numbers, or words to
substitute.




Chapter 1: Getting to know your Advanced Wireless 11g Router

This chapter describes the package contents and provides alist of features and
application illustrations of the Advanced Wireless 11g Router.

1-1 About The Advanced Wireless 11g Router

The Advanced Wireless 11g Router is a hybrid design product which combines
Ethernet technology and wireless access into a single stand-alone unit. The
device alows you take advantages of both mobility and fast connection. All
PCs whenever on wireless LAN or Ethernet LAN can share files, printers and
other network resource. Moreover, all users can share single account of Internet
access by having this device connect to a DSL/Cable modem.

Ethernet / Fast Ethernet

Ethernet is the most widely-used network access method, especially in alLoca
Area Nnetwork (LAN) and is defined by the |IEEE as the 802.3 standard.
Normally, Ethernet is a shared media LAN. All stations on the segment share
the total bandwidth, which could be 10Mbps (Ethernet), 100Mbps (Fast
Ethernet), or 1000Mbps (Gigabit Ethernet). With a switched Ethernet, each
sender and receiver has the full bandwidth.

Fast Ethernet is defined as IEEE 802.3u standard, a high-speed version of
Ethernet with 100Mbps transmission rate.

Wireless LAN

Wireless Local Area Network systems (WLANS) transmit and receive data
through the air by using radio frequency (RF). This offers some advantageslike
mobility, ease of installation, and scalability over traditional wired systems.

e Mobility: WLANs combine data connectivity with user
mobility. This provides users with access to network
anywhere in their organization. For example, users can
roam from a conference room to their office without
being disconnected from the LAN. Thisisimpossible
with wired networks.

* Easeof Installation: Eliminating the need to deploy
network cable in walls and ceilings, Installing WLANS
Is easy for novice and expert users alike.
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e Scalability: WLAN topologies are easy to changein
various ways from peer-to-peer networks for a small
group of usersto full infrastructure networks for
hundreds of users roaming over a broad area.

Wireless LAN is suitable for difficult-to-wire and frequently changing
environments. It's also an ideal solution for mobile workers to access network
resource and for setting atemporary LAN when necessary

Wireless LANs can be set as“Aad-hoc” network and “Infrastructure” network.
Unlike the “Aad-hoc network”, where users on the LAN send data directly to
each other, the “Infrastructure” network includes an access point and users on
the“Infrastructure” network send datato that dedicated access point. Advanced
Wireless 11g Router uses “Infrastructure” network as Wireless LANs. Each
wireless LAN PC within the range of the access point can communicate with
other wireless LAN PCs within the range.

1-2 Contents of the Advanced Wireless 11g Router
Package

After carefully unpacking the shipping carton, check the contents listed bel ow.

Uag,, oy,
— ) y ] Lﬁ;fﬂ
' - - -
-
Router Power Adapter Manual
1. Advanced Wireless 11g Router.
2. Power Adapter.
3. User’'sManual




1-3 Features of the Advanced Wireless 11g Router

Your Advanced Wireless 11g Router contains the following features that make
it excellent for network connections.

Allows multiple usersto access the Internet at the same
time by providing maximum Internet utilization to
multiple users sharing a single public P Address.

Allows users on Ethernet LAN and Wireless LAN to
transfer data to each other through wireless-to-wire
bridge.

Provides wireless access roaming, best access point
selection, loading balance, network traffic filtering
included in wireless roaming function.

Provides 64bits/128bits key WEP (Wired Equivalent
Privacy) wireless data encryption to secure wireless
communication.

Fully supports 802.11 open and shared key
authentications.

Integrates four 10/100BASE-T/TX auto-sensing switch
ports.

Uses NAT to alow your entire network’s PCs to connect
to the Internet using only one (purchased) I1P address.

Supports PPPOE that enable user to seamlessly connect
to ISPswith the familiar “dial-up” connection interface.

Built-in web-based user interface for easy configuration
and management through common web browsers such
as Netscape Communication 6.0 or later and Internet
Explorer 5.0 or later.

Built-in firewall to protect your PCs from outside
intruders (NAT).

Supports DHCP client to receive both a dynamic IP
Address and afixed IPAddress from ISP,
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Built-in DHCP server to automatically assign and
manage LAN |P addresses.

Allow administrators to block specific internal users
from accessing specified applications or services.

Allows external Internet users to access information
from the internal target host by setting the Virtual
Server.

Provides unrestricted two-way communication between
one PC on your LAN and certain Internet services such
as conferencing, video and gaming applications.

Enhances routing performance by using Dynamic and
Static routing settings.

Allow administrators to change the WAN MAC address
of the router.

Compatible with al popular Internet applications.




Chapter 2: Hardware Installation & Setup

This chapter provides information about your Advanced Wireless 11g Router’s
physical features and gives step-by-step installation instructions.

2-1 Rear Panel & Connections

Thefollowing figure shows the rear view of the Advanced Wireless 11g Router
and illustrates how the cables connect to the interfaces on the rear panel.

AN 1 | a L]
hq.:“q
"

Plug one end of the UTP cable into the WAN port, the
other into the RI45 Ethernet jack on your ADSL or
Cable modem.

Connect a PC, which must have an Ethernet NIC
(Network Interface Card) installed, to one of the LAN
Ports.

Connect the external power supply to the Advanced
Wireless 11g Router.

The Reset button is used to reboot and re-initialize the
device (press once quickly), or for clearing
configuration settings back to factory default values
(press for longer than 3 seconds).

2-2 Front Panel LEDs

The following figure shows the front view of the Advanced Wireless 11g

Router.
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The LEDs on the front panel indicate the status of the unit. You can easily view
the operation of your Advanced Wireless 11g Router from this panel.

= Power: Green The Power LED illuminates when the Wireless 11g
Router is powered on.

» Diag Red TheDiagLED illuminates when Router goes through
its self-diagnosis mode during boot-up. It will turn off
upon successful completion of the diagnostic.

For WLAN
= Enable Green TheLinksLED illuminates when the wireless option
[Activity: is enabled. When the wireless option is disabled

(through the web-based utility), the LED is off.
Blinking when there is wireless connection activity.
For WAN port & LAN ports (x4)

» Link/Act Green Steady on when a successful 100Mbps connection is
& 10/100: made trough the corresponding port.
Blinking when data is flowing through this port.
Yellow Steady on when a successful 10Mbps connection is
made trough the corresponding port.
Blinking when data is flowing through this port.

2-3 System Requirements and Setup

To connect to the Internet, an external ADSL or Cable modem and an Internet
access account from an ISP is required. In order to operate with the Advanced
Wireless 11g Router, each PC that is to be connected to the Advanced Wireless
11g Router should have the following things installed:

1. Ethernet NIC (Network Interface Card: a 10Base-T or
10/100Base-T/TX Ethernet card), or wirelessclient card
for wireless connection.




2. Standard twisted-pair Ethernet cable (UTP network
cable) with RJ45 connectors.

3. System OS: Windows 95/98, Windows NT4.0, or
Windows 2000/XP

4. TCP/IP network protocol.
5. Web browser, such as Microsoft Internet Explorer 5.0 or
later, or Netscape Navigator 6.0 or |ater.
Installing the TCP/IP Protocol

If you are not sure whether the TCP/IP Protocol has been installed, follow these
steps to check, and if necessary, install TCP/IP onto your PCs.

1. Click the* Sart” button. Choose “ Settings’, then
“Control Panel”.

Double-click the “ Network” icon. Your Network
window should appear.

I |-
B EdF hew Help
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Select the * Configuration” tab.

Note: For Windows 2000 & Windows XP Setting
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Click the“Local Area Connection” icon on the lower
right hand side of your desktop screen.

In the “Local Area Connection Satus’ window, click
the “ Properties’ button then your Network window
will appear.

1ol 2 Loneiton Stabs S IET

r-tuull
Crameaciion
Tl Do b
1 T frata i o ]
Tpaed 000 o b
e
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[ Pupstms | Disable |
_ O |

Thereisonly onetab, “General”, in the Network
window.
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. Check whether the TCP/IP Protocol has aready been
installed onto your computer’s Ethernet card. Note that
TCP/IP Protocol can be installed for acomputer’s
Dial-Up Adapter aswell asfor the Ethernet card.

- If yes,goto step 7.

- If no, click the“ Add” button.
T [ ]|
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Double-click “Protocol” in the Select Network
Component Type or highlight “ Protocol” then click
1] Add” .

Frziazol ma'ions n mam: G
mariuss e seme proicod 2 cismrunecols

Highlight “Microsoft” under the list of manufacturers.

Double-click “TCP/IP” from the list on the right or
highlight “TCP/IP” then click “ OK” toinstall TCP/IP.
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5. After afew seconds, you will be returned to the Network
window. The TCP/IP Protocol should now be on the list
of installed network components (see 2 above).

6. Click the“Properties’ button.

The TCP/IP Properties window consists of several tabs.
Choose the“ 1P Address’ tab.

7. Select “Obtain an | P address automatically”. Click
“OK”. Restart your PC to complete the TCP/IP
installation.

Bruimp | disassr | 0G| RS Conioawss
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Fixed IP Addresses Configuration

Fixed | P addresses may be assigned to network devices for many reasons, such
asthe server PCs or printers which are consistently accessed by multiple users.
To set up computers with fixed IPAddresses, go to the“ IPAddress” tab of the
“TCP/IP Properties’ window as shown above.

Select “Specify an IP address’ and enter “192.168.1.***” in the “IP
Address’ location (where *** is a number between 2 and 254 used by the
Advanced Wireless 11g Router to identify each computer), and the default
“Subnet Mask” 255.255.255.0". Note that no two computer on the same LAN
can have the same | P address.

i

- Abmd | el |
[905 Comdagiadinen | Gimbeewy | 00 D deickerny
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FPasen  [192.108. 0 . 3 |
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R i 1]

Lo | oo |
Click on the “DNS Configuration” tab and select “Enable DNS’. Enter the

“DNS IP Address’ obtained from your ISP in the “ Server Search Order”
location. Then click the “ Add” button.
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Click on the “Gateway” tab and enter the Advanced Wireless 11g Router’s
default gateway value 192.168.1.1 in the “New gateway” field, then click
“Add” Botton.

Click “OK". Restart your PC to complete the TCP/IP
installation.

-15-




Chapter 3: Internet Access

This chapter describes the procedures necessary to configure the basic
functions and begin using your Advanced Wireless 11g Router. If you follow
these procedures correctly, there should be no problem in accessing the I nternet
viayour Advanced Wireless 11g Router.

3-1 Prepare your network information
In order to alow quick referencing when setting up your Advanced Wireless

11g Router, it is suggested you complete the table below with the necessary
information. This should be supplied by your ISP,

Provided by some ISPs |Host Name:
Domain Name:
| P address given by |SP:|O Obtain IP Address automatically
O StaticIP
IPAddress:

SuBnet. M ask

Def.aul'i Gaiteway:

DN-S Sérvér Primary:
DN-S Sérvér Secondary:

DNS Server Third:

PPP authentication: O PPPoE

O PPTP
Login Name:
Password:
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3-2 Web-based User Interface

Your Advanced Wireless 11g Router is designed to use a Web-based User
Interface for configuration. Open your web browser and type http://192.168.1.1
in the browser’s address box. This addressis the factory set IP Address of your
Advanced Wireless 11g Router. Press “Enter”.

The“ Username and Password Required” prompt box will appear. Leave the
Username field empty and type “admin” (default password) in the Password
field. Click “OK". The setup screen will then appear.

Conmect to 1916801

et rame, [ =l
EBamoword: |
[T Eemember my pessword
[ ] o

3-3 Initial Configuration — Setup
The “OnePage Setup” screen is the first screen you will see when you access

the Utility. If the router has already been successfully installed and set up, this
screen’s values will already be properly configured.
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* Host Name Thisentry isrequired by certain | SPs.
e Domain Name Thisentry isrequired by certain | SPs.

e Private|PAddress The “Device IPAddress’ and
“Subnet Mask” of the router are used by the interna
LAN. The default values are 192.168.1.1 for the IP
Address and 255.255.255.0 for the Subnet Mask.

Wireless

Check “Disable’, “Mixed” or “ G-only” to make the
wireless LAN function active or select to support 11b/11g
mixed mode or 11g only.

* SSID Asthe acronym for Service Set Identifier, SSID
is the unique name shared among all clients and
Wireless Broadband Router in a same wireless network.
The SSID must be identical for all points and must not
exceed 32 characters.

e SSID Broadcast Router will broadcast the SSID to et
- 18-




WLANS clients easily search and connect to this
wireless router by leaving thisitem as default setting
“Allow”. Click “Disallow” to disable the broadcast.

Channel Select the appropriate channel number from
the drop-down. The permissible channels are different
from Regulatory Domains. Make sure that all nodesin
the same wireless LAN network use the same channel,
or the channel usage is automatic when a connection
between client and access point are made.

WEP As the acronym for Wired Equivalent Privacy,
WEP s an encryption mechanism used to protect your
wirel ess data communications. WEP uses a combination
of 64-bit/128-bit keysto encrypt data that is transmitted
between all pointsin awireless network to insure data
security. To code/decode the data transmission, all
points must use the identical key. To make the WEP
encryption active or inactive, select “Mandatory” or
“Disable’.

WEP Key Setting Asthe WEP s active, click the
button of “WEP Key Setting” to go to the setting page.
Select “ 64Bit” or “128Bit” encryption agorithm from
the drop-down list. There aretwo waysto generate WEP

key:

1. Passphrase Enter a alphanumeric text string in this
column then click “ Generate” button, and four
64-bit or 128-bit encryption key will be created
automatically.

2. You can enter the WEP key manually.

You may need to enter the WEP key manually in caseto
join the existing wireless network. However, if not, the
Pass phrase method is recommended. If you are not sure
which way to use, check with your network
administrator.

Default TX Key Select one of the four keysto be the
-19-




encryption key you are going to use in the wireless
network. To be surethat all the pointsin asame wireless
network have to have the same encryption key.

To creat & new WEF kay, sither snter
& paigphrass and prass the generase
bunton, oF antar thee kay alkmanis fibs
thir table bedow

B -

Paoghiass: [ L'-tn-uut|

M OO ﬂ
e OO0
e 00000
PN T

[eefault 1X Reys IE

Click “ Apply” after making any changes.
WAN Connection Type

There are four optionsfor WAN connection types, Obtain IP
automatically, Static |P, PPPoE, and PPTP. The connection
type you need to choose is dependent upon the settings
assigned by your I SP. Which connection type you need to
choose may differ from 1SPs as well as the service you
applied for. It depends on your |SP's assignment. If you are
unsure which connection type you currently use, contact
your | SP to obtain the correct information.

Obtain IP automatically

It isthe default option for the router. If your ISP
automatically assign a | P address and other valuesto the
Advanced Wireless 11g Router, leave them there without
making any changes.

-20-




Static IP

The Public IPAddress and Subnet Mask of the router are
used by external users of the Internet (including your ISP).
If your ISP assigned afixed | P address, select thisitem and
enter the IP Address and Subnet Mask provided by your ISP,

WAN Connection Type  [2sl <]
Apacity WAk DR Addness o } - IJ“"' ';:‘il-l- B s you wnk 1o uke
Hulbeil Mask: Eo b e o
Dtk Gateway Addross; 0 r I' _F'

E{Required} 1: o aw

DivE 3 r— r r

Diva 3 o =
_fslr | Cmarl |

Specify WAN | P Address Enter the | P address provided
by your ISP,

Subnet Mask Enter the subnet mask values provided by
your |SP.

Default Gateway | P Address Your ISP will provide
you with the Default Gateway |P Address.

Domain Name Server (DNS) Your ISP will provide
you with at least one DNS IPAddress. Multiple DNS IP
settings are common. The first available DNS entry is
used in most cases.

PPPOE

PPPoE is a dial-up connection type provided by some | SPs.
It isacost—effective way for auser to access this connection
type. If your | SP provides PPPoE connectivity, you should
choose thisitem from the drop-down list. Note that if you
select PPPOE, please remove any existing PPPoE
application on any PCs on your LAN.

-21-




WaN Connection Type [FFRE =

Select Ha Inkeret conrechon fyps yma wigh ko uas

lhupr Sarmn: I—

Pastvanrd: | ................

p—

T Connoot on Demand: Mau [de Time - R,
U kaap Al Badial Pedod ' Bae.

_Jotiy | Camad |

* User Name Enter the user name your | SP provides you.
* Password Enter the password your | SP provides you.

e Connect-on-demand isautility used to trigger the
PPPOE session when there is packet being sent through
the WAN port whileit is on disconnected situation.
Check the radio button to make this function active, and
then you must enter the number of minutes you wish the
network to remain idle before disconnection occursin
the“Max Idle Time” location. Note that thisfunctionis
for PPPoE only.

* Keep Alive Thisfunction keeps your PPPOE connection
enable even if it remainsidle. However, in some
situation, PPPOE session cannot be established
immediately after disconnection. Thisis because the
system on the |SP's site may need alittle timeto restore
itself. You may need to check with your ISP to obtain
detail of how long you need to wait before re-establish
the PPPOE session. Enter thisinformation in the
“Redial Period” field.

PPTP

PPTPis the acronym of Point to Point Tunneling Protocol.
Usually, it isused to encapsulate other protocols' packetsfor
transmission over |P network. Some | SPs use this protocol
as way to establish the initial connection between the CPE
(end-user side) and DSLAM (ISP side). If your ISP uses
PPTPto establish the connection, you should select thisitem
and follow the steps below.
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Specify WAN | P Address Enter the | P address provided
by your ISP, If your ISP provides you an Alcatel Speed
Touch™ modem, it is suggested that you enter
10.0.0.150 in this column.

Subnet Mask Enter the subnet mask values provided by
your ISP,

Default Gateway | P Address Your ISP will provide
you with the Default Gateway |PAddress. If your ISP
provides you an Alcatel Speed Touch™ modem, it is
suggested that you enter the 10.0.0.138 in this column.

User Name Enter the user name provided by your ISP,
Passwor d Enter the password provided by your ISP

Connect-on-demand is a utility used to trigger the
PPTP session when there is packet being sent through
the WAN port whileit is on disconnected situation.
Check the radio button to make this function active, and
then you must enter the number of minutes you wish the
network to remain idle before disconnection occursin
the“Max Idle Time” location. Note that thisfunctionis
for PPTPonly.

K eep Alive This function keeps your PPTP connection
enable evenif it remainsidle. However, in some
situation, PPTP session cannot be established

immediately after disconnection. Thisis because the
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system on the | SP’'s site may need alittle time to restore
itself. You may need to check with your ISP to obtain
detail of how long you need to wait before re-establish
the PPTP session. Enter thisinformation in the “Redial
Period” field.

When you have properly configured the Setup page, click “Apply”. You can

now test to see if the settings are al correct by attempting to connect to the
Internet.
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Chapter 4: Advanced Applications

This chapter provides information on how to set up and use the
advanced functions of your Advanced Wireless 11g Router.

4-1 Firewall

The settings page allows you to configure advanced Firewall
functions, providing superior security for your network
environment.

Firewall Settings

Firewall Option

Advanced

Firewall (*)Enahle ) Disable
Protection:

web Filter
Proxy: ) sllows O Deny
Java: ) allaw O Deny
ActiveX: &) sllow O Deny
Cookie: ) llow ) Deny
[ Apply ][ Undo ]

* Firewall Option Enabling this function will prevent
DoS (Denial of Service) attacks and activates the SPI
(Stateful Packet Inspection). The SPI function will
check any incoming data packets, particularly whenever
thereisa TCP connection initiated by your LAN PCs.

* Waeb Filter Thisfeature provides options allowing you
to filter any potential risk contained in some web
technologies by individually checking “Allow” or
“Deny”.
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Web proxy isaserver your device will connect to
when you access any web site. Setting web proxy
can speed up access time but also can create other
potential security issue. For example, if you
configure the Broadband Security Router to block
access to 216.115.102.76, which is the | P address of
www.yahoo.com, it will fail. Thisis because your
PC will connect to web proxy server instead of
connecting to Yahoo's | P address.

Java & Active X are programming languages for
web page. However, some potentially harmful
Trojan programs and viruses are also written in
these languages. If you deny accessto either of these,
you may run the risk of not having accessto certain
web pages.

A cookieisasmall piece of data (usually intheform
of atext file), which is stored on your PC when you
visit certain web sites. This allows the server to
identify your machine at afuture date. The cookie
normally contains an ID number but can also
contain other information.

Click the* Apply” button after making any changes, or click
the “Cancel” button to exit the screen without saving any
changes.
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* Select Tunnel Entry When you wish to establish a
“Tunnel” to transfer security data or information
between specific points, you must first select a
“Tunnel” number from the drop-down box. Thiswill
allow you to identify the setting of each individual

tunnel.

Check “Enable’ on the next column to activate the

tunnel.

Oncethetunnel isenabled, you should enter the name of
thetunnel inthe“Tunnel Name” field. Thisallowsyou
to differentiate a new tunnel from any others you have

created.

Note: The tunnel name set here does not always have to
match the name used at the other end of the tunnel.
However, certain VPN applications require atunnel to
have the same name at both ends of the tunnel. If the
other end point with which you want to establish the
tunnel dose not use this Broadband VPN Router, itis
important that you give the other side precise set up
instructions and ensure that these are followed.
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Local Secure Group and Remote Secure Group You
can choose one of five options:

1. Subnet Select thisitem to alow all the PCs on the
LAN side access to the tunnel.

Refer to the above figure as an example. All L ocal
Secure Group computers with IP Addresses
192.168.1.xxx will be able to access the tunnel. All
Remote Secur e Group computers with IP
Addresses 192.168.2.xxx will be able to access the
tunnel. When the Subnet setting is selected, the
default values of 0 should remain in the I P and
Mask fields.

2. |P Address Selecting thisitem allows only the
specific PC with the IP address you enter in the IP
field to the tunnel.

Refer to the above figure as an example. Only the
PC with IP Address 192.168.1.101 will have the
access from the local side of tunnel. Similarly, only
the PC with IP Address 192.168.2.51 can access the
tunnel from the other end.
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3. P Range Selecting thisitem alows a specific
group of PCs access to the tunnel.
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Refer to the above figure as an example. Only the
PCs with the | P addresses between 192.168.1.2 and
192.168.1.200 can access the local side of the tunnel.
Similarly, PCswith IP Address between 192.168.2.2
and 192.168.2.100 can access the tunnel from the
other end.

4. Host If you select “Host”, the value set here should
be the same as the Remote Security Gateway setting.

5. Any Whenthisoptionis selected, the Router accepts
remote requests from any | P address, such as mobile
users or telecommunications device using dynamic
IP address. Note that the router can not initial VPN
connection when “Any” is selected as Remote
Security Group,

* Remote Security Gateway Define the end point of
VPN tunnel in the other side. The remote VPN tunnel
end point can be another VPN Router, a VPN Server, or
ahost with VPN software. For example, if the VPN
device at the other end of the tunnel isa VPN router,
enter the WAN |P Address of that VPN router in this
section. For more detail, refer to the description of
“Example - establish the VPN connection” on next
few pages.

P Address Use IP Address to identify the remote VPN
tunnel end point.

FQDN Use domain name to identify the remote VPN
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tunnel end point.

Any Accepts remote requests from any | P address. Note
that the router can not initial VPN connection when
“Any” is selected.

Encryption Thisitem helps give your VPN connection
added security. There are two different type of
encryption: “DES’ or “3DES’. You may choose either
of them, but be aware that both end of a VPN tunnel
should use the same encryption type. Y ou may also
choose not to enable encryption by selecting “Disable’.

Authentication Thisitem adds another level of security.
There are two types of authentication: “MD5” and
“SHA”. You may choose either of these but, as with
encryption, both ends of the VPN tunnel should use the
same authentication type. Y ou may also choose not to
use the authentication function by selecting “Disable’.

Key Management In addition to use the same
encryption type, both side of VPN tunnel should also
share the same encryption “Key”. Thisis necessary for
proper encryption security and allows the encryption to
function correctly. By using the Key M anagement drop
down list, you can choose two of two methodsto set the
Encryption Key: “key”: Auto (IKE) or Manual.

Eary Managesianis |~ 187 =]
T PES (Pudu Forveand Beiricy)

Ara-shared Iinﬁ'-' 1 Foul
Ky Litntimn: [0 Sat.

With Auto (IKE), you must enter a series of characters
inthe“Pre-shared Key” field. In the example shown in
the figure above, the word Test has been used. The
program will automatically generate the correct codesto
be used in the encryption and authentication basing on
the word you entered. You may use any combination of
up to 23 aphanumeric charactersin thisfield. No
special characters or spaces are allowed.
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By entering the number of secondsin the Key Lifetime
field, you may optionally select to have the key expire at
the end of the time you specify. Leave thisfield blank
for the key to last indefinitely.

Emy Mamasmenl - [FETTY] ﬂ
Emoryptiom KEY: |.||. P 1] Ty
Authenticatinn KEY foom il )
Enbsriiirnil HF1 [T
Ownipiend BP0 f'."‘\-"':-'l'-: (o

Manual Keying This allows you to manually enter the
keysto be used for encryption and authentication. Enter
the Keys (code) you wish to use for encryption and
authentication separately in the “Encryption KEY”
and “Authentication KEY” fields. Up to 23
alphanumeric characters are allowed in each field. Be
aware that both ends of the VPN tunnel should use the
same key management method in addition to same
encryption and authentication keys.

The“Inbound SPI” value set here must match the
Outbound SPI value at the other end of the VPN tunnel.
Conversely, the “Outbound SPI” must match the
Inbound SPI value at the other end. Only numeric
characters can be used in both these fields.

Satus After finalizing the settings at both ends of the
VPN tunnel, click the “Connect” button to initiate the
VPN tunnel. Once a connection is established, the word
“Connected” should appear under “ Status” if the
connection is successful. Should the word
“Disconnected” appear, it isan indication that a
problem exists, preventing the successful creation of the
tunnel. In this case, you should firstly ensure that your
wiring is surely connected. Next, double-check that
correct values have been entered in the VPN
configuration screen. Lastly, ensure that the settings at
the other end of the tunnel are correct as well.
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Advanced Setting To establish aVVPN tunnel with
another providers VPN solution, configuration of the
advanced setting is sometimes necessary. Click the
“Advanced Setting” button and the screen shown
below will appear.
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Operation mode Theretwo optionsin thismode: Main
and Aggressive. Main mode is the default and is more
secure method. Aggressive mode is used when the
devices at the remote end of the VPN tunnel use
Aggressive mode. Mostly, it is used with dynamic IP
addresses. Whenever the Main or Aggressive modes are
selected, the router will accept both modes initialed by
the remote VPN devices.

Encryption Select either DES or 3DES from the drop
down list. 3DES is default asit is the more secure
option.
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Authentication Select either MD5 or SHA from the
drop down list. SHA default asit is the more secure
option.

Group Two Diffie-Hellman Groups can be selected
from the drop down list: 768-bit and 1024-bit.
Diffie-Hellman is a technique that uses public and
private key for encryption and decryption.

Key Lifetimeyou may optionally select to have the key
expire after aperiod of time that you specify. Enter the
number of secondsyou’d like the key to be available or
leave the field blank for the key to last indefinitely.

NetBl OS Broadcast Check the box to allow NetBIOS
traffic pass through the VPN tunnel.

Anti-replay Check the box to enable thisfunction. This
item will keep track of sequence numbers as data
packets arrive and ensure security at the IP packet level.

K eegp-Alive Check the box to re-establish the VPN
tunnel connection whenever it is dropped. After the
tunnel has been created, this function will keep the
connection alive for a period of time.

Unauthorized | P Blocking Check the box will allows
to block unauthorized | P addresses for a specified
period of time after a specific number of IKE failures.
Entered the time period and failure level in the fields
indicated.

Example - Establish the VPN connection

Creating atunnel between two VPN routers
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client with dynamic IPAddress
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Onceyou are satisfied that your settings are correct, click the
“Apply” button. Click the “Cancel” button to exit the screen
without saving any changes.

4-3 DHCP Configuration
A DHCP (Dynamic Host Configuration Protocol) Server can automatically
assign IP Addresses to each computer in your network. Unlessyou already have

oneinyou LAN, it is highly recommended that you set your router to act as a
DHCP server.
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DHCP Settings
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Dynamic | PAddress Select “ Enable” to usethe DHCP
server option of the router. If you already have a DHCP
server in your network, set the router's DHCP option to
“Disable’.

Sarting | PAddress Enter anumerical value, from 2 to
254, for the DHCP server to start at when assigning IP
Addresses.

Number of Users Enter the maximum number of PCs
that you want the DHCP server to assign | P Addressesto,
with the absol ute maximum being 253.

Client L ease Time Enter the number of timethat DHCP
clients (The PCson LAN side) can use the IP Addresses
assigned by Router’s DHCP server. Before thetimeis
up, DHCP clients have to request to renew the DHCP
information.

DNS The IPAddress of the Domain Name Server,
which is currently used. Multiple DNS IP settings are
common. The first DNS entry will be use in most cases.
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e DHCPClients Table Click the DHCP Clients Table
button to show current DHCP client information.

Click the*Apply” button after making any changes, or click
the “Cancel” button to exit the screen without saving any
changes.

4-4 \Web Control

This feature allows you to restrict LAN users access to specific web sites. To

block a site, you can enter either a complete URL (Internet address) or
keywords included in the URL.
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e Control Web Access Check “Enable’ or “Disable’ to
make this function active or inactive.

e Control Type Check “ Allow” to allow userson the
network to access specific website listed on the location
only. In contrast, to restrict users on the network to
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access the website listed on the location, check “ Block”
inthisitem.

* Web siteor Key Words Enter either acomplete URL
(Internet address) or keywords included in the URL.

* Exception IPAddress Enter the IPAddress of LAN PC
that will not be restricted by thisrule.

Click the* Apply” button after making any changes, or click
the“Cancel” button to exit the screen without saving any
changes.

4-5 ToD Control

Thisfeature alows you to limit connection availability according
to anominated time schedule.

Toly Contral

Control Type: nidlr
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* Control Type Select the control type from the drop
down list and make this function active. Select “Block
Outbound” to restrict the connection to the Internet
from your LAN. Select “Block Inbound” to restrict any
external connections from Internet to your LAN servers
that were set as virtual serversor as DMZ host. Select
“Block Both” to restrict both incoming and outgoing
connections. Select “Disable” to turn off this function.

* Define Schedule Set a period of time with beginning
and ending from the drop down list.

Click the* Apply” button after making any changes, or click
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the“Cancel” button to exit the screen without saving any
changes.

4-6 Access Control

The Access Control feature allows administratorsto set up to 10 access policies
to block or dlow certain users from accessing the Internet or specific
applications. Before using this function, the network PCs which you want to
control the access limitation should be assigned fixed IP Addresses.

Access Control

Packet Filter:
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Packet Filter Select the number of policy rulesyou
want to configure. There are up to 10 rules you can set.
Note that these rules are sequencied. Rule 1 has higher
priority than Rule 2 and so forth.

Satus Select “ Allow” to limit users/computers accessto
specific applications you set on thisrule. Select “ Deny”
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to restrict the users/computers access to specific
applications you set on thisrule.

Name For each rule, you can enter up to 15 charactersto
identify it.

Direction Choose the initial network data traffic
direction you wish to block. Select “L AN” if you want
to block LAN side users/PCs set in the following
“MAC” and “Source | P’ fields to access certain
applications on the Internet. Select “WAN” if you want
to block WAN side users/PCs set in the following
“MAC” and “Source | P” fieldsto access certain PCson
your LAN side.

MAC Thisitem allows network administrators to use
the MAC addresses of PCsto restrict users/computers
from accessing the specific application you set in this
rule. A MAC addressis short for Media Access Control
Address and is a hardware address that uniquely
identifies each node on network. Enter the MAC
addresses of the computers you wish to alow/block in
each field.

P Address Thisitem allows network administrators to
use IPAddress of PCsto restrict users/computers from
accessing the certain applications you set in thisrule.
Enter the range of IP addresses if you want them to be
included in a controlled group with the same access
limitation.

Notethat if you set both“MAC” and “ Source IP” in one
rule, the PCs which have the MAC addresses matching
in“MAC” field and their | P addresses matching in the
“Source IP” field will be alowed/blocked for certain
applications.

Protocol Select the protocol typeas® TCP” or “UDP”
from the drop down list. If you are not sure which oneto
choose, select “Both” .
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* Port Number Enter the range of port numbers that are
used by the applications you wish to be blocked. For
example, port 80 usually is used as destination port
number when you access aweb page. Note that if you
don’'t enter any valueinthe“MAC” and “Source | P’
column but enter the port number, for example “80”, in
“Destination Port”, it means all the users/PCs will be
allowed/denied access to certain applications related to
this port, for example “web browsing”.

e Summary Click this button to display a summary page
showing all the current rules you have set.

Here is a sample of Access Control Setting. ThereisaPC
you wish to block in your LAN side with MAC addresslike
00-01-36-02-B1-4F, and an IPAddress 192.168.1.101.
Ether the PC's MAC addressin the“MAC” field or the IP
address included in the “Source | P” range that covers this
PC’s IP address. Enter the range of 20~80 in the
“Destination Port” column, then click the* Apply” button.
Asaresult, this PC with MAC address 00-01-36-02-B1-4F
and IPAddress 192.168.1.101 will not be able to use the
applications which use port numbers from 20 to 80, such as
FTP, Telnet and web browsing.

Click the*Apply” button after making any changes, or click
the “Cancel” button to exit the screen without saving any
changes.

4-7 Virtual Server Settings

The Virtual Server Settings application allows you to set up a maximum of ten
public services that can be accessed by external users of the Internet, such asa
Web Address, Email, FTPetc.. Each serviceis provided by a dedicated network
computer (server) configured with a fixed IP Address. Although the internal
service addresses are not directly accessible to the external user, the Broadband
Security Router is able to identify the service requested by the service port
number and redirects the request to the appropriate internal |P Address/server.
To use this application, it is recommended you use a fixed Public IP Address
from your 1SP. Note that your Broadband Security Router supports only one
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server of any particular type.

This router also support UPnP Forwarding. You can use either Virtual Server
Settings or UPnP Forwarding by clicking the button to change setting page.
Please note that do not set the same function server to different IP Addressin
different setting pages.
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e Set up individual network computers to act as servers
and configure each with afixed IPAddress.

* Inthe®One Page Setup” screen, ensure the “ Private | P
Address’ is set to the Broadband Security Router’s
default setting of 192.168.1.1. If afixed Public IP
Addressisto be used, select “ Specify an | P address”
and enter the IPAddress and other necessary
information provided by your ISP,

* PortsEnter the desired service port numbersin the
“Ports’ fields. You can specify the protocol type as
“TCP” or “UDP” from the drop-down list. If you are
not sure which oneto select, choose “Both” . A selection
of well-known service port numbersis provided on this
screen.
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* Redirect |PAddress Enter the appropriate IP
Addresses of the service computersin the “ Redirect | P
Address’ locations.

* Passive FTP Virtual Server When thereisfirewall
filtering in your network, the Internet user may not be
ableto access FTP server you set in the LAN side.
Setting FTP server at passive mode will be necessary.

Enable/Disable Click to enable/disable passive FTP
function.

FTP Port Enter the port number (> 1024) that the FTP
server will use as data connection port number. The
client side should select passive mode and use the same
port number entered here.

Redirect | P Address Enter the appropriate |P
Addresses of the service computers.

Example: If the service port number 80~80 (representing an
HTTP web address) isentered in “ Ports’ and
192.168.1.100 isentered in “ Redirect | PAddress’, then all
HTTP requests from external Internet users will be directed
to the PC/server with the 192.168.1.100 fixed IP Address.

Hereisalist of the protocol and port ranges that are used by
some common applications.

Application Protocol Port Range
FTP Server TCP | 21
Half Life UDP | 6003, 7002, 27010, 27015, 27025

MSN Messenger

TCP | 6891-6900 (File-send)

TCP | 1863
UDP | 1863
UDP | 5190

UDP | 6901 (Voice)
TCP | 6901 (Voice)

TCP | 5631
PC Anywhere host UDP | 5632
Quake 2 UDP | 27910
Quake Il UDP | 27660 (first player)
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"C:\Program Files\Quake Il Arena\quake3.exe" +set
net_port 27660
27661 (second player)

Telnet Server TCP | 23

Web Server TCP | 80

UPNnP Forwarding

UPNP (Universal Plug and Play) is a standard introduced from
Microsoft and UPnP Forum for interoperability. Currently, this
function supported by this device allows you to set virtual server
from Windows OS that supports UPnP, such as Windows XP.

UPnP
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e UPnP Function Check “Enable’ will allow LAN side
PCs that support UPnP to set virtual server.

* Beforeyou enablethe UPnP Forwarding, you haveto set
up individual network computers to act as servers and
configure each with afixed IPAddress.

-44 -




In the “One Page Setup” screen, ensure the “ Private | P
Address’ is set to the Router’s default setting of
192.168.1.1. If afixed Public IPAddressisto be used,
select “ Specify an |Paddress’ and enter the IPAddress
and other necessary information provided by your ISP,

Application Name UPnP has ten pre-setting forwarding
rules, which are well-known applications. You can enter
any name to present the additional settings beside those
pre-setting rules.

Ext. Port Most of applications usually use their
individual port number for itsincoming and outgoing
data packets. However, some of the application may use
different port number for incoming and outgoing data
packets. In this case, you have to enter the port number
used by incoming data packets here.

Protocol Specify the protocol typeas* TCP” or “UDP”
which is used by specific service.

Int. Ports Most of applications usually use their
individual port number for itsincoming and outgoing
data packets. However, some of the application may use
different port number for incoming and outgoing data
packets. In this case, you have to enter the port number
used by outgoing data packets here.

Enable Check to make this forwarding setting active.

| P Address Enter the appropriate |P Addresses of the
service computersin the “ Redirect IPAddress’
locations.

Example: If the service port number 80~80 (representing an
HTTP web address) is entered in “ Ports’ and
192.168.1.100isentered in“ Redirect IPAddress’, then al
HTTP requests from external Internet users will be directed
to the PC/server with the 192.168.1.100 fixed |PAddress.

Click the* Apply” button after making any changes, or click
the “Cancel” button to exit the screen without saving any
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changes.

4-8 Special Applications

Some applications use multiple TCP/UDP ports to transmit
data. Due to the NAT, these applications cannot work with
the Broadband Security Router. Port Triggering alows
some of these applications to work properly. Note that only
one PC can use each Port Triggering setting at any time.

Special Apphications

Existing Special Applications
Application Mame Dutgoing Port Range Incoming Part Range
1l 0 - g 1
2| f0 =
| fo -4

r.

f.
al - . e ]
5| fo o -
5| f . f fo
T ] I
8 f ' g ft
| - .
| t - " -1

Apely |M

* Application name Enter the name of application you
wish to configure in the Name column to identify this
Setting.

* Outgoing Port Range Enter the port number or range
numbers this application uses when it sends packets
outbound. The Outgoing Control Port Numbers act as
the trigger. When the Broadband Security Router
detects the outgoing packets with these port numbers, it
will alow the inbound packets with the Incoming Port
Numbersthat you set in the next column to pass through
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the Broadband Security Router.

* Incoming Control Enter the port number or range
numbers the inbound packets carry.

Click the* Apply” button after making any changes, or click
the “Cancel” button to exit the screen without saving any
changes.

Thefollowing isalist of port numbers used on some
popular applications:

Application |Outgoing Control Incoming Data

Battle.net 6112 6112

DiaPad 7175 51200, 51201,51210

ICUII 2019 2000-2038, 2050-2051
2069, 2085,3010-3030

MSN Gaming | 47624 2300-2400, 28800-29000

Zone

PC to Phone 12053 12120,12122,
24150-24220

Quick Time4 554 6970-6999

wowecall 8000 4000-4020

4-9 DMZ Host

The DMZ Host application allows unrestricted 2-way communication between
asingle LAN PC and other Internet users or servers. This application is useful
for supporting special -purpose services such as video-conferencing and gaming,
that require proprietary client software and/or 2-way user communication.

To use this application, you must first obtain a fixed Public IP Address from
your ISP. Note that in order to provide unrestricted access, the Firewall
provided by the Broadband Security Router to protect this port is disabled, thus
creating a potentially serious security risk.

It is recommended that this application is disabled when it is not in use by
entering “0” inthe“DMZ Host” field.

The Multi DMZ allows you to map the public 1P addresses to your LAN PCs,
should you get more than one public | P address from your ISP. Thisfunction is
useful to set up your servers, such asan FTP server, web server, and so on, with
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public | P addresses, but still keep them within your LAN group.

With the public I P addresses, Internet users will accessyour serversmore easily
and those servers can still communicate with other PCsin you LAN by using
Network Neighborhood.

DMZ {Demilitarized Zoned Host

Thi faiturs wil apan @l irdou atcesgas fr one LAN computer, especialy far Imtarnat
game apphcatan. Besides, this is usefdl for machines tha host TCPAP seraces that
ghould e fuly expeead 10 1he public satwork. Flaess enisr ong LN IP Sddiess bilirs
Actreata this fesbera anly when mgued [0 s nactive]
DMZ Host:  1ez06,74, [
Muilti DMZ
WAN TP LAMN 1P
P PP 19z.108.74. [
2 1oz 10874, [
2 1oz.168,74, [
2 3. 102,160,741
PP b 102.168.74. [0
Apply | Liada: |
DMZ Host
8. Before setting up aLAN PC to act asa DMZ Host, you

0.

should configure it using afixed |PAddress.

In the “ One Page Setup” screen, ensure the Private |P
Addressis set to the Broadband Security Router’s
default setting of 192.168.1.1. In the Public IPAddress
area, select “ Specify an IPAddress’, and then enter the
| P Address and other necessary information provided by
your ISP,

10. Click the* DM Z Host” option in the Advanced Menu

and enter the fixed IP Address of the Exposed Host PC
inthe“*DMZ Host” IPAddress location. Remember,
entering “ 0" will disable this application.
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Multi DMZ

11. Enter the valid public IP addressin “WAN IP” column.
Next, enter the private |P address of the PC that you
wishttomaptoin“LAN IP” field. Up to five public IP
addresses can be entered.

12. Click the“Apply” button after making any changes, or
click the“Cancel” button to exit the screen without
saving any changes.

4-10 Dynamic Routing
The Dynamic Routing feature allows your Broadband Security Router to

exchange routing information with other routers in the network. Enabling this
featureislikely to enhance performance of your Broadband Security Router.

Dynamic Routing

Dynamic Rowuting
TX: |: wabiea] - I
RM: [isabled =
Show Rowna Table | Aoph | Undo |

e TX From the drop-down list, select one of the routing
information types, “RIP-1", “ RIP-1 Compatible’, or
“RIP-2", to enablethe “ TX” (transmit) function.
“RIP-1" isthe protocol used by older routers. Newer
routers should use “ RIP-2". “ RIP-1 Compatible”
serversto broadcast RIP-1 and multicast RIP-2.

* RX From the drop-down list, select one of the routing
information types, “RIP-1" or “ RIP-2", to enable the
“RX” (receive) function.

Click the “Apply” button after making any changes, or click the “Cancel”
button to exit the screen without saving any changes.
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4-11 Static Routing

The Static Routing feature allows PCs that are connected to the Broadband
Security Router, either directly or through a hub/switch (in the immediate
LAN), to communicate with other PCs in the respective LAN segment which
are connected to the Broadband Security Router through another router
(destination LAN). Up to 20 route entries may be input into the Broadband
Security Router. The diagram below gives an example of the physical
connections required to use Static Routing.

(s

Eroadband| Wreless Romier

LAN ¥2
192 168.2.0
LANM 21 i1 B Lok Itg-l.! )
192 168.1.0 Routes Pe 2 L_|
| Hpc| ez [P 152 16.2 101
P IF 192 1&E 1.3 Eﬂltil‘llllr

Dhelaill Galenay- 1514811

In the above diagram, PC2 in LAN#2 is connected to the Broadband Security
Router via another router while PC1 in LAN#1 is connected to the Broadband
Security Router directly. Without configuring the Static Routing function, the
two PCs would not be able to communicate with each other.

Btatic Routing Settings

Siatic Routing
Belact Roarte entryn || 7]
Destinatien LANER [0 P (b b
Subeal Mask: fBh Bk B
Mop Caurt: ji
Tterface: T
Ehaw Aoten Tabke | dowle | Lo |

* Select Route entry Select the route entry number from

1 to 20 that you wish to configure.
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Destination LAN I P and Subnet Mask Enter the IP
Address and Subnet Mask of the destination LAN that
the immediate LAN isto communicate with. Taking the
above diagram as an example, enter 192.168.2.0 in the
“Destination LAN IP” field and 255.255.255.0 in the
“Subnet Mask” field.

Default Gateway Enter the IP Address of the router that
forwards data packets to the destination LAN. For the
above example, enter 192.168.1.2 in the “ Default
Gateway” field.

Hop Count Enter the number of hops required between
the LANSsto be connected. The Hop Count represents
the “cost” of the routing transmission. The default value
isl.

I nterface Choose L AN if the Destination LAN ison
your Router’s LAN side and choose WAN if the
Destination LAN is on the Router’'s WAN side.

Referring back to the above diagram, with the proper settings, PC1 would be
abletoaccessLAN 1, LAN 2 and the Internet while PC2 can only access LAN

Click the “Apply” button after making any changes, or click the “Cancel”
button to exit the screen without saving any changes.

4-12 Wireless

This setting page allows you to configure advanced wireless
functions. To set those items needs more technology background.
Unless you really understand those technical terms, it would be
better to leave them as default setting.
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Wireless Sellings
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*  Wireless Sation Satus The “Active MAC Table’
shows the MAC addresses of wireless clients, which
have the same ESSID and WEP key with Broadband
Wireless Router. When the “MAC Filter” function is
disabled, the background color is gray.

Click the“ Active MAC Table’ button will display all
MAC addresses of wireless nodes on your WLAN.

Wireless Active MAC Table L ]
Station MAC Address
1 0004 -5 OC-A4-59
2 0002 -DD-30-13 24
3 0004 -5 -C-50-C2

If the MAC Filter function is enabled and the MAC
addresses showing in this table have been entered into
the “Edit MAC Filter” table, the background color of
those MAC addresses will be green. Otherwise, it
should bered. If the MAC addresses have been blocked
(check the Filter field beside the MAC addressin Edit
MAC Filter table), the background color will be yellow.
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Wireless Sation MAC Filter Thisfunction allowsyou
to restrict wireless users to access I nternet.

Click “Edit MAC Filter Setting” button to open the
edit table.

Wireless MAC Erdry: |1-10 =

EEation FUAC Arrdresy FiRer

L - B~ B - - R

—_—
—
i
P
—_—
—
F
P
—
i

:mr| Udo |

WirelessMAC Entry There are 32 sets divided into
four groups in this function. You can choose each group
by selecting from the pop-down list. Enter the MAC
addresses of the computers you wish to block in the
columns and click the Filter field beside the MAC
address, and then that user will be blocked to link to
WLAN and Internet. If the “Filter” field isn’t checked,
that MAC address won't be blocked. The MAC address
entered here should be 12 continue al phanumeric digits
without “-* in between. Click “ Apply” to save these
changes.

Beacon Interval It'sthe signal sent periodically by
wireless access point to provide synchronization among
the stationsin wireless LAN.

RTSThreshold RTS packet is use to account for
potential hidden stations. This feature allows you to set
the size of RTS packet.

Fragmentation Threshold If the length of data frame
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needing transmission exceeds the fragmentation
threshold you set in the column, the data frame will be
fragmented. If there is significant interference or high
utilization in your wireless network, the smaller
fragmentation value can increase the reliability
transmission. However, it is more efficient to set the
large fragment size.

DTIM Interval DTIM isthe acronym of delivery traffic
indication message. It determines how often the MAC
Layer forward multicast traffic.

Basicrate Leave “Mixed” as default setting to
compatible with different wireless standard or select
other rates you wish to use to connect with specific
wireless standard devices. .

Transmission Rates Leave “Default” setting or select
other speed you wish to use.

Preamble Type Leave “Dynamic” as default setting or
select other type to compatible with special setting your
client devices use.

Authentication Type Select either Open System or
Share Key as authentication type. If you are not sure,
select both.

Click Apply after making any changes.

4-13 DDNS

“DDNS’ is an acronym for Dynamic Domain Name Service. Whenerver you
set up the web servers, mail servers, or sometimes ftp servers, You need
“Domain Name” to help Internet users reach your servers easily.

Internet actually runs on IP Addresses which are numerical order, for example
“66.37.215.53". These IP Address identify the location of each device
connected to Internet. However, the human brain does not easily remember this
numbering system, so a system that allocate domain name such as
“www.dyndns.org” provides an easier method. If you type “66.37.215.53" or
“www.dyndns.org” in the web browser’s address bar, the browser will show the
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http://www.dyndns.org/
http://www.dyndns.org/

same web page. This is because both methods relate to the same web server.
The “Domain Name Servers’ used to manage the Internet will trandate
“www.dyndns.org” into the IP Address “66.37.215.53" in order to alow your
browser to find the web server and display the correct web page in your
browser.

If your “WAN Connection Type’, as shown in One Page Setup section, is
“Obtain IP Address Automatically”, “PPPoE”, or “PPTP” with dynamic IP
address assigned by ISP, it will cause an error when you set up the public
computer serversinyour LAN side PCs. Internet users may not be ableto reach
your servers because your WAN side IP address may change each time you
initiate the connection to your |SP. The DDNS function will help to map your IP
address to your domain name when your ISP assigns a new dynamic IP
Address.

Note that this DDNS function acts as the client appliance of DDNS service and
isonly ableto be usein conjunction with the service provided by DynDNS.org.
Before you begin using this function, you will need to apply to DynDNS.org to
be able to use the service. Please visit www.dyndns.org for further information.

I¥NS Settings

DOKE wepee slioss: you fe sesgn @ fosd domoie aere 3 8 deeeee WEH 1P agdmen Ten
slran paiin hani paar men Wets, FTE or stber tgge of TOPAP gerey in your LA

Brbora condgag DRSS, yoad resed 10 AR iasas ol bl 1ol i i B 1R I0es’ 1 OOATeA RANE
[The DOME sufma i frosiekad by DynDNE oo

[0S Services: Enbbds I+ GEaliln

Username: | it | % e S
Password: | . B il ]
Host Mame: | 7 |

Your 1P
o ; (Gl

LAk ¢ oo Tuneabion b divakibuil

M 8 [l

* DDNS Service check the “Enable” option if you wish
to activate this function.

* Username After you have applied for the DDNS service
from DynDNS.org, you will beissued with aUsername.
Enter this username in the “Username” field.
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* Password DynDNS.org, will also issue you with a
password. Enter the detail in the “Password” field.

* Host Name DynDNS.org, will provide you with a Host
Name. Enter this namein the “Host Name” field.

* Your IPAddress Thiswill display the IPAddress
currently assigned by your ISP,

e Satus Thisdisplay the current status of the DDNS
function.

Click the “Apply” button after making any changes, or click the “Cancel”
button to exit the screen without saving any changes.

- 56 -




Chapter 5: Management

This chapter provides information on using Macintosh computers in your
network. The instructions given here are for system software version 8.0 or
above, which comes with the TCP/IP Protocol preloaded and supports DHCP
Addressing.

5-1 Device Administration Settings

Thisfeature allows the administrator to manage the Broadband Security Router
by setting certain parameters. For security reasons, it is strongly recommended
that you set Passwords and so that only authorized persons are able to magage
this Broadband Security Router. If the Password is |eft blank, all users on your
network can access this router smply by entering the unit's IP Address into
their web browser’s location window.

E .
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Administrator Password Enter the password you want
to useinto the* Password Change” field and re-enter it
into the “ Password Confirm” field for confirmation.
Be sure that the password is less than 64 characterslong
and without any special characters or spaces.

SNM P Function Aswith the Password, SNMP
community allows authorized persons to access this
router through the SNMP Management tool. The
Broadband Router provides three fields to enter these
communities. The default words Public and Private are
well-known communities that allow authorized persons
who know the IP Address of this router to access the
read-only information about this router or have the
authority to change the configuration. Also, the
administrator can define any specific community and
configure its limits as Read-Only or Read-Write from
the right side drop-down box.

WAN MAC Change The WAN MAC address can be
changed from the original values if necessary. Some

| SPs require users to change the WAN MAC address to
aregistered one when users change their access
equipment.

External Admin. Check “ Enable’ to allow you to
configure the Broadband Security Router from the
WAN side. To access the setting page from the external
side, enter “http://[<WAN I P Address>:8080" into the
web browser address bar and press the “Enter” key.

MTU Check Enableif you want to set a maximum
limitation for incoming and outgoing packet size. Enter
the maximum packet size you wish to set in the “ Size”
column.

Block WAN Request To prevent hacker intruding your
network, check the Enable option to enable this
function to regject all the unauthorized requests from
WAN side.
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| PSec Pass Through Check the Enable to alow the

I PSec packets to pass through the Broadband Router if
thereis LAN PC using IPSec for data communication
with other Internet device.

PPTP Pass Through Check the Enableto allow the
PPTP packets to pass through the Broadband Router if
thereisLAN PC using PPTP for data communication
with other Internet device.

PPPoOE Pass Through Check the Enableto allow the
PPPOE packets to pass through the Broadband Router if
thereis LAN PC using PPPoE for data communication
with other Internet device.

Remote Upgrade Check Enableif you want to allow
the authorized remote users to upgrade firmware from
WAN side.

Reset Device Select “ Yes™ if you want to clear a
connection, reboot, and re-initialize the unit without
affecting any of your configuration setting.

Factory Defaults Select “ Yes™ if you want to return all
the router’s current settings to their factory defaults.
Note that do not restore the factory defaults unlessit is
absolutely necessary.

Click the “Apply” button after making any changes, or click the “Cancel”
button to exit the screen without saving any changes.

5-2 Status Monitor

This screen shows the router’s current status. All of the information provided is
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Status Montor

Prodisct B Broadisand High-Peranmance Rautar
Firmwsnn Yersion: 1L.a3.0, Apr 30 2003
Legin
Disabla

Intermeet

Cuirrert Tims Nt Avallahle

Public 1P Address .00,

Public Bubnet Mask D5 255, 255.0

Dielaidt Gatsway 1P Adlress 0,000
Dimiman Rami Servar 1 0.0, 0.0
s i) P Sesryar 3 .0, 0.8
Blesirindn Ramis Herysr {1,136

[HCP Ry J [IHCE Repew [
Intrarst
Prvate I Addeass 19T 16811
Bubinat Mask P53, 255, 255.0
DT Tl Tbde |

e FirmwareVersion Thisfield showstheinstaled
version of the firmware.

e Login This column shows the login information of
PPPOE or PPTP. You can manually initiate the
connection or make a disconnection by clicking the
appropriate buttons. Be aware that, if you make a
disconnection here, “ Connect-on- demand” will not
function until the connection button is clicked. Note that
“Login” won't show any information if you selected
“Obtain P automatically” or “Satic | P’ on the

OnePage Setup page.

* Internet This section shows the I P settings status of the
router as seen by external users of the Internet. If you
selected “ Get | P Address Automatically”, “ PPPoE”,
or “PPTP” in the OnePage Setup, the* IPAddress’,
“Subnet Mask”, “ Default Gateway”, and “ Domain
Name Server” (DNS) will show the information
retrieved from the DHCP server or ISPwhichis
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currently being used. If you selected * Satic IP” in
“One Page Setup: Public IPAddress’, the information
will be the same as your input.

DHCP Release: Click this button to eliminate the |P
address obtained from DHCP server.

DHCP Renew: Click this button to refresh the IP
address from DHCP server.

Note that the “DHCP Release” and “DHCP Renew”
button only show up when you select “ Get | P Address
Automatically” in the OnePage Setup.

* Intranet This section displaysthe current “ Private | P
Address’ and “ Subnet Mask” of the router, as seen by
users of your internal network.

» DHCPClientsTableIf therouter is setup to act asa
DHCP server, the LAN side IPAddress distribution
table will appear by clicking this button.

5-3 Log

The Log application provides the administrator with the ability to trace Internet
connection. With viewing the Log information, an administrator can send the
record to a specific LAN PCsto have the rea time monitor.
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Log
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Access L og check the “Enable”’ option if you want to
activate this function.

Send L og To Enter the | P address of the PC that you
wish to use to view the Log information.

View L og Click this button to view the log on-line.

Send Log via E-mail The Firewall log can be sent via
e-mail.

Denial of Service Thresholds The threshold is used to
determine the attempt of establishing connection is DoS
attack or not.

SMTP Mail Server The domain name of |PAddress of
your |SP’s outgoing e-mail server. You may find this
information when you apply for e-mail service from
your |SP.

E-mail Alert to Enter the email address you wish to
send to.

Return Address Enter the e-mail address you wish to
send to if the alert eemail cannot be sent to the address
above.
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L og Schedule Select from the drop down list that when
you wish the alert e-mail will be send:

When Log isFull The alert e-mail will be sent when
log spaceisfull. They are about 30 entries.

Hourly The alert eemail will be sent by each hour.

Daily The alert e-mail will be sent by each day at
midnight.

Weekly The alert email will be sent by each week.
When thisitem is select.

Day of Sending Alert When “Weekly” is selected as
Log Schedule, you can select which day in aweek to
send the alert e-mail.

Click the “Apply” button after making any changes, or click the “Cancel”
button to exit the screen without saving any changes.

5-4 Backup & Restore

This function alows you to save router’s configuration as backup, or retrieve
the configuration file you saved before to turn the setting back.

Backap & Kestore Configuration

Backup & Restore Configuration
Hackep

Beckup |

Bl are

Pleses tedsct & configuratian @s to ragions : Dirirestis |
Faroe |

NOTICE M
& Cimgrids, B Bavises silip sapport asip 850 sred aba v

Backup Click “Backup” button save the current
configuration as a backup file.
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* Restore Enter path of the configuration file you saved
on the PC. You can choose “Browsing” to view the
folders and select thefile. Click “Restore” to retrieveit.

5-5 Upgrade Firmware

This setting page alows you to upgrade the latest version firmware to keep
your router up-to-date. Before you upgrade the firmware, you have to get the
latest firmware and save it on the PC you use to configure the router.

Upqrade Firmware

Pease spect 3 S b upgraca ¢ | [ Lngrada

Upgrade moxst FOT be sierropted |

» Select afileto upgrade Enter path of the latest
firmware you saved on the PC. You can choose
“Browsing” to view the folders and select the firmware.

* Upgrade After you enter or select the path, click
“Upgrade’ to proceed firmware upgrade process. Please
note that don’t power off the router during the firmware
upgrading.

5-6 Diagnostic-Ping/Tracert

This function alows you to test the connection between router and LAN or
between router and Internet.
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Ping

hapnostic- Ping

Source IR (172161 =
Destination IP: 102, 168.1.'

Packet |
Mumber: (1 ~4)
Packet Size; & (60 ~ L5141
Time Betvween; 70 (miltiseoonds)
Timeout: “* imilliseconds)
| S |
Ping Result! pke S8snt: 0
Pkl Recw: O
Avig RIE: 0

e Source P You can chose to issue the ping test from the
LAN side by selecting Router’s private |P Address or
from the WAN side by selecting Router’s WAN IP
Address.

* Destination I P Enter the IPAddress of destination
device you want to ping. If Router’s LAN IPaddressis
selected as Source IP, you only can ping LAN side
device and vice versa.

* Packet Number Enter the packet numbers you wish to
use to ping the destination device. The maximum
numbers are four.

» Packet Size Enter the numbers of packet size you wish
to use to ping the destination device. The maximum
packet sizes are 1514.

¢ Time Between Enter the numbers of time between two
packets.

* Time out Enter the number of time regarding as no
response after starting to ping the destination device.

* Ping Result The result will show the numbers of
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sending packet, numbers of packet receiving, and the
average return time.

Tracert

Mhagnostic-Tracert

Tracert fasts 2108616 15 | Tscent |
Trace Message:

01, 10me= 10me: 10mes #8002 168 5254
2. 10 10ms 10ss HOES 161 1235
Trace compleke.

e Tracert Host Enter the |P Address of destination device
that you wish to trace the route between Router and that
device. Click “Tracert” button to start this test.

* Trace Message Theresult show the routing information
between Router and destination device.

- 66 -




Chapter 6: Macintosh Setup

This chapter provides information on using Macintosh computers in your
network. The instructions given here are for system software version 8.0 or
above, which comes with the TCP/IP Protocol preloaded and supports DHCP
Addressing.

6-1 Hardware Connections

Connect your Macintosh computer to your Advanced Wireless 11g Router. If
you have a newer computer, there will be a Ethernet port on the back. Older
computers will need to have an Ethernet card installed. See your computer’s
User’'s Manual for instructions on Ethernet card installation.

6-2 Computer Network Configuration

It is assumed that your computer’'s system software aready has TCP/IP
installed. You may manually configure your computer with afixed IP Address
or have an IPAddress dynamically assigned to it by the Advanced Wireless 11g
Router’s DHCP server.

6-2.1 Dynamic IP Addressing using DHCP Server.

1. Fromthe“Appl€’ menu, select “ Control Panel” and
clickon“TCP/IP".

2. Inthe“TCP/IP (A New Name For Your
Configuration)” window, select “ Ethernet” inthe
“Connect via” location from the drop-down list.

3. Inthe*“Setup” area
- Select “Using DHCP Server” inthe*® Configure’
location from the drop-down list.
- No other data needs to be entered.
- Close the window.

4. Click “Save’ from the file menu, then “ Quit” TCP/IP.

5. Restart the computer.
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6-2.2 Manual Configuration of Fixed IP Addresses

1. Fromthe“Apple’ menu, select “ Control Panel” and click on
“TCP/IP".

2. Inthe“TCP/IP (A New Name For Your Configuration)” window,
select “ Ethernet” inthe“ Connect via” location from the
drop-down list.

3. Inthe“Setup” area:
- Select “Manually” inthe“ Configure’ location from the
drop-down list.

- Inthe“IP Address’ location, enter the IP Address that you
want to assign to the computer. (see the notes on Fixed IP
Addresses 2-4 above).

- Enter “255.255.255.0" in the“ Subnet Mask” location.

- Enter “192.168.1.1" (the Advanced Wireless 11g Router’s
default IP Address) in the“ Router Address’ location.

- Enter the ISP'sIP Addressin the“Name Server” location if
your ISP has provided the information.

- Close the window.

4. Click “Save’ from the file menu then “ Quit” TCP/IP,

5. Restart the computer.

6-3 Advanced Wireless 11g Router Configuration

To configure your Advanced Wireless 11g Router, use your Web Browser and
follow the instructions given in Chapter 3: Internet Access, section 3.3. To
configure advanced settings, see Chapter 4: Advanced Applications.

6-4 Adding Advanced Wireless 11g Router to Existing
Network

If the Advanced Wireless 11g Router is to be added to an existing Macintosh
computer network, the computers will have to be configured to connect to the
Internet viathe Advanced Wireless 11g Router.

1. Fromthe“Apple’ menu, select “ Control Panel” and click on
“TCP/IP".

2. Fromthe* File’ menu, select “ Configurations’ and select your
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existing network configuration. Click “ Duplicate”.

Rename your existing configuration. Click “OK”, and “Make
Active’.

In the Setup area:

Select “Manually” inthe“ Configure’ location from the
drop-down list.

Inthe“IP Address’ location, enter the IP Address that you
want to assign to the computer. (see the note on fixed IP
Addresses 2-4 above).

Enter “ 255.255.255.0" in the “ Subnet Mask” location.
Enter “192.168.1.1" (the Advanced Wireless 11g Router’s
default IP Address) in the* Router Address’ location.
Enter the ISP's 1P Addressin the “Name Server” location if
your ISP has provided the information.

Close the window.

Click “Confirm”. TCP/IPis now configured for manual 1P
Addressing.

Configure your Advanced Wireless 11g Router (see 5.3 above).
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Chapter 7: Trouble Shooting

This chapter provides solutions to problems you may encounter during
installation and operation of your Advanced Wireless 11g Router.

Hardware

T: The Power LED is off.

Check that the power cableis properly connected to the Advanced Wireless 11g
Router, the power adapter and the socket.

T: The LAN Link LED is off.

Check that the computer, hub or switch is properly connected to the Advanced
Wireless 11g Router.

Check that the computer’s Ethernet card is properly installed.

Check that the Advanced Wireless 11g Router and the computer are on the
same network segment. If you are not sure, initiate the DHCP function (4-1)
and set your computer to obtain an IP address automatically (3-3).

Check that the computer is using an |P address in the range of 192.168.1.2 ~
192.168.1.254 and is therefore compatible with the Advanced Wireless 11g
Router’sdefault |Paddress of 192.168.1.1 (3-3). Check also the Subnet Mask is
set to 255.255.255.0

T: The DIAG LED stayslit.

The DIAG LED should light up when the device isfirst powered up to indicate
it ischecking for proper operation. After afew seconds, the LED should go off.
If it stays|it, the device is experiencing a problem. Please contact your dealer.

T: Why can't | configure the Advanced Wireless 11g Router?

First, check whether the Advanced Wireless 11g Router is properly installed or
not, including the LAN and WAN connections, and that all devices are switched
on.

Next, check the IP configuration of your PC:

e For Windows 95/98 users: run Winipcfg.exe or Winipcfg from Run
on the Sart menu. If there are no | P addresses shown, click Release
All and then click Renew All to get the IP addresses.
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For Windows NT 4.0 users: run Ipconfig.exe or Ipconfig from Run
on the Sart menu and follow the instruction as above.

e Ensure that your PC and the Advanced Wireless 11g Router are on
the same network segment. If you are not sure, initiate the DHCP
function and set you PC to obtain an IP address automatically.

*  Ensurethat your PC isusing an |P Address within the range
192.168.1.2 to 192.168.1.254 and thus compatible with the
Advanced Wireless 11g Router default |P address of 192.168.1.1

e  Finally, use the Ping command in MS-DOS maode to verify the
network connection:

e Ping 127.0.0.1 to check the TCP/IP stack of your computer

* Ping gateway | P (Default: 192.168.1.1) to check theinternal link of
network.

Note if you're not able to view the web configuration screen for the Advanced
Wireless 11g Router, make sure that you remove any proxy setting within your
Internet browser, or remove the dial-up settings within your browser.

T: What can | do if | have forgotten the password for the Advanced Wireless
11g Router?

You have to reset the Broadband Gateway back to the factory default setting by
pushing the Reset button for longer than 3 seconds. Refer to the user’'s manual
to re-configure the settings.

T: | cannot access my | SP's home page, why?

Some ISPs, such as @Home, require that their host name be specifically
configured into your computer before you can surf their local web pages. If you
are unableto access your |SP's home page, enter your | SP’s Domain Nameinto
the OnePage Setup (3-3) to enable all computers in your LAN access to it. If
you only want to allow computers to access these home pages, open the TCP/IP
Properties window (2-4) on these compuiters, click the “ DNS Configuration”

tab and enter your |SP’s Domain Name in the “ Domain Name Sear ch Suffix”

location.

Client Side (Computers)
T: | can't browse in the Internet via the Advanced Wireless 11g Router
Check that the LAN Link/ACT LED on the front panel islit to indicate proper

connection between the computer and the Advanced Wireless 11g Router.
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Check if both ends of the network cable are properly connected.
Check that TCP/IPisinstalled on your computer (2-4).

For Windows 95/98, use a MS-Dos prompt to run “winipcfg” (“lpconfig” for
Windows NT). Check that the computer’s IP Address is within the range of
192.168.1.2 ~ 192.168.1.254 and the Subnet Mask is 255.255.255.0. If you are
using afixed IP address, also check the Default Gateway |P Address and DNS
addressin“More”.

Check that the values as stated above are the same in Status Monitor (4-7).
T: | get atime out error when | enter aURL or | P address.

Check whether other computers work. If they do, ensure the computer’s IP
settings are correct (IP Address, Subnet Mask, Gateway |P Address and DNS)
(3-3).

Check the Advanced Wireless 11g Router’s settings are correct (3-3).
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Appendix A: Frequently Asked Questions

Q: What is the maximum number of 1P Addresses the Advanced Wireless 11g
Router can support?

The Advanced Wireless 11g Router can support up to 253 |P Addresses in the
range of 192.168.1.2~192.168.1.254.

Q: Where should the Advanced Wireless 11g Router be installed on the
network?

Inatypical environment, the Advanced Wireless 11g Router should beinstalled
between the ADSL/Cable modem and your LAN. Connect the Advanced
Wireless 11g Router to the Ethernet port of the ADSL/Cable modem, and
connect your PCs to the RM5 jack on the LAN side.

Q: Does the Advanced Wireless 11g Router support IPX or AppleTak?

No. The Advanced Wireless 11g Router was designed to provide a multiple
user LAN with shared I nternet access and supports only the TCP/IP Protocal. If
your Novell or Apple systemis configured with TCP/IP, the Advanced Wireless
11g Router can support them.

Q: Does the Advanced Wireless 11g Router support 100Mb Ethernet?

Yes, the Advanced Wireless 11g Router supports both 10Mb & 100Mb Ethernet
onthe LAN side.

Q: What is“NAT” and what is it used for?

The Network Address Trandation (NAT) Protocol translates multiple 1P
Addresseson aprivate LAN into asingle public IPAddressthat is accessible to
the Internet. NAT not only provides the basis for multiple IP Address sharing
but also adds to the LAN'’s security since the multiple IP Addresses of LAN
computers are never transmitted directly to the Internet.

Q: How can Advanced Wireless 11g Router share single user account to
multiple users?

Advanced Wireless 11g Router combines the following technologies to enable
this function.

NAT (Network Address Trandation): NAT is a technology which can create a
private network domain behind apublic IP. Itisusually used asafirewall. It can
also be used when there are not enough |P Address.
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DHCP (Dynamic Host Configuration Protocol): DHCP is a protocol used to
assign |P Address to internal computers automatically. It can save alot of IP
configuration. This protocol is supported by Windows 95/NT, Mac OS, and
many other popular OS.

DNS (Domain name service): DNS is a protocol which translates a Domain
Nameto IP Addresses that Internet host can handle. Addressing systems using
Domain name, like www.yahoo.com, iseasier to use than an | P address, such as
204.71.177.70.

Q: What operating systems does Advanced Wireless 11g Router series support?

Advanced Wireless 11g Router uses standard TCP/IP protocol, it can be
operated as long as you have the TCP/IP protocol installed in your operating
system (For example: Windows 9x, Windows NT, Windows 2000, etc.)

Q: Can | use multiple E-mail accountsif | use Advanced Wireless 11g Router?

Yes, you can. Some people think having one Internet account mean that they
can only have one E-mail account. However, E-mail is set by mailbox accounts
and is different to the account you use to connect to your ISP, If you want more
E-mail accounts, you should contact your | SP or you can browse the Internet to
apply for afree E-mail account.

Q: Can Internet users access LAN computers?

Advanced Wireless 11g Router uses NAT to router all in/out packets. All
external users can only see the IP of the Advanced Wireless 11g Router but
cannot access LAN computers. The LAN computers arewell protected with the
Advanced Wireless 11g Router’s natural firewall.

Q: When should | use DMZ host?

Enable DMZ host when you want to have unrestricted communication between
your PC and the Internet, for example, playing Internet games (i.e. Ages of
Empire) or having multimedia conferences (i.e. NetMeeting).

Q: Doesthe Advanced Wireless 11g Router support PPTP of VPN packets pass
through?

Yes. Advanced Wireless 11g Router supports single session PPTP pass through.
Q: Does the Advanced Wireless 11g Router series support | Psec?

Yes. Advanced Wireless 11g Router supports single session | Psec pass through.
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Appendix B: Technical Specifications

Standards Compliance
|EEE 802.3 10BASE-T
|EEE 802.3u 100BASE-TX
|EEE 802.11g Wireless

Interface

One 10/100M bps Ethernet RJ45 port on WAN

Four 10/100M bps auto-sensing Ethernet RJ-45 ports and one
uplink port on LAN

Wireless access point

Management
Web-based Ul Management

LED Display

Power / DMZ / DIAG

Enable/Activity for Wireless interface
Link/Activity for both WAN and LAN port(s)
Full Duplex/Collision for WAN and LAN port(s)
100 for WAN and LAN port(s)

Environment

Operation Temperature: 0 ~ 45 degrees C (32 ~ 113 degrees F)
Storage Temperature: -20 ~ 65 degrees C (-4 ~ 149 degrees F)
Humidity: 0 ~ 90% non-condensing

Dimension
150 (L) x 190 (W) x 39 (H) mm

Power
External, DC 5V, 2A

Mounting
Desktop / Wall-mounting
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Appendix C: Configuring IPSec between a Microsoft Windows
2000 or XP PC and Broadband VPN Router

This document illustrates the steps of Microsoft Windows 2000 (or XP) PC
establishing a secure | Psec tunnel with this Broadband VPN Router. You can
find detailed information on configuring the Microsoft Windows 2000 server at
the Microsoft website:

Microsoft KB Q252735 - How to Configure | PSec Tunneling in Windows 2000
http://support.microsoft.com/support/kb/articles/ Q252/7/35.asp

Microsoft KB Q257225 - Basic |PSec Troubleshooting in Windows 2000
http://support.microsoft.com/support/kb/articles/ Q257/2/25.asp

C-1 Environment

Windows XP or Windows 2000

IP Address: 140.111.1.2 (Note: 1SP provided IP Address; thisisonly an
example.)

Subnet Mask: 255.255.255.0

Broadband VPN Router

WAN

IP Address: 140.111.1.1 (Note: ISP provided IP Address, thisis only an
example.)

Subnet Mask: 255.255.255.0

LAN

IP Address; 192.168.1.1

Subnet Mask: 255.255.255.0

C-2 Steps in Windows 2000/XP

C-2.1 Create IPSec Policy

1. Click Sart button, select Run, and type secpol.msc in the open field.

2. Right-click IP Security Policieson Local Computer, and then click
Create | P Security Palicy.

3. Click Next, and then type a name for your policy (for example,
“to_VPNRouter”).

4. Desdlect the Activatethe default responserule check box, and then click
Next button.

5. Click the Finish button, making sure the Edit check box is checked.
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7-2.2 Build 2 Filter Lists: “WinXP->Broadband VPN Router”
and “Broadband VPN Router=>WinXP”.

[Filter List 1] WinXP-> Broadband VPN Router
1. Intheto_VPNRouter Properties, deselect the Use Add Wizard check

box, and then click Add button to create anew rule.
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2. FromthelPFilter List tab, click the Add button.
- 77 -




E

mfmraisbebods | Tss ey | Covscher Tagw
¥ Pl L | Pl Al
i: T e rbarrt ol Ly
e gl by T ww
PRl s
g Dwecrpior
Al TP Tralfe Redin el ol Bl g e L e iy
10 el = Topllig (ST TS SITCTT ST STy [T

[ | Coarcsl | ]

3. Type an appropriate name “ XP->Broadband VPN Router”
for thefilter list, deselect the Use Add Wizard check box, and
then click Add button.
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4. Inthe Source address area, click My IPAddress.

5. IntheDestination addressfield, select A specific | P Subnet,
andfill inthe IPAddress*“192.168.1.0" and Subnet mask
“255.255.255.0".
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If you want to type a description for your filter, click the
Description tab.

Click OK button. Then click OK (for WinXP) or Close (for
Win2000) button on the | P Filter List Window.

[Filter List 2] Broadband VPN Router >WinXP

8.
9.

OnthelP Filter List tab, click the Add button.

Type an appropriate name “Broadband VPN Router > XP”
for thefilter ligt, click to clear the Use Add Wizar d check box,
and then click Add.
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10. In the Source address area, click A

specific | P Subnet, and

fill inthe IPAddress“192.168.1.0" and Subnet mask

“255.255.255.0” .
11. Inthe Destination address area, ¢
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12. If you want to type a description for your filter, click the

Description tab.
13. Click OK, and then click OK.
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7-2.3 Configure Individual Rule of 2 Tunnels
[Tunnel 1] WinXP->Broadband VPN Router

1. FromthelP Filter List tab, click thefilter list
“XP->Broadband VPN Router”.
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2. FromtheFilter Action tab, click the filter action “Require

Security”, and click the Edit button.
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3. Check that the Negotiate security option is enabled, and
deselect the Accept unsecured communication, but
always respond using | Psec check box.

4. Select the Session key Perfect Forward Secrecy (PFS)
and remember to check the PFS option on the Broadband
VPN Router, and then click the OK button.
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From the Authentication M ethods tab, click the Edit
button.
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Change the authentication method to “Use this string
(preshared key)”, enter the string “ Test”, and then click the
OK button.
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This new Preshared key will be displayed in Authentication
method preference order. Click the OK button to continue.

7.  Fromthe Tunnel Setting tab, click Thetunnel endpoint is
specified by this| P Address box, and then type the WAN
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IPAddress “140.111.1.1" (Note: ISP provided IP Address,
thisis only an example.)of Broadband VPN Router.

[ L T I it el
A gy ep— T Tommgd famery || Cossssiees Trms

[

o

T

il
e ] o ;. v B ]

C T e e ey b

B Te e A Ry ] A

I-i‘;b. "I.I.'l- -.I.- ]

Al =

From the Connection Type tab, select All networ k
connections, and then click the OK or Close button to

finish thisrule.
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[Tunnel 2] Broadband VPN Router-> WinXP
9. Intheto VPNRouter Properties, deselect the Use Add

Wizard check box, and then click the Add button to create

the second I P Filter.
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10. OnthelP Filter List tab, click thefilter list “ Broadband
VPN Router > XP".
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11. Fromthe Filter Action tab, click thefilter action “Require

Security”.
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12. From the Authentication M ethodstab, click the Edit
button.
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13. Change the authentication method to “Use this string
(preshared key)”, enter the string “ Test”, and then click the
OK button.

This new Preshared key will be displayed in Authentication
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method preference order. Click the OK button to continue.
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14. Fromthe Tunnel Setting tab, click Thetunnel endpoint is
specified by this P Address box, and then type the
Windows 2000/XP IPAddress “140.111.1.2".
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15. From the Connection Type tab, select All network
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connections, and then click the OK (for WinXP) or

Close(for Win2000) button to finish.
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16. From the Rulestab, click the OK button to back to the
secpol screen.
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7-2.4 Assigh New IPsec Policy

1. In the IP Security Policies on Local Computer MMC
snap-in, right-click policy named “to_VPNRouter”, and then
click Assign. A green arrow appears in the folder icon.
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Appendix D: Glossary

10Base-T / 100Base-T

The adaptation of the Ethernet standard for Local Area Networks (LANS).
10Base-T uses a twisted pair cable with maximum lengths of 100 meters and
transmits data at 10Mbps maximum. 100Base-T is similar, but uses two
different twisted pair configurations and transmits at 1200M bps maximun.

Ad-hoc Network

Also known as the peer-to-peer network, an ad-hoc network allows all PCs
participating in a wireless network and being within range, to communicate
with each other. User’sin the same ad-hoc network can sharefiles, printers, and
other network resources.

Adapter

A device that makes the connection to a network segment, such as Ethernet and
modem cards and adapters.

ADSL
Asymmetric Digital Subscriber Line (ADSL), as it's name indicates, is an
asymmetrical data trasmission technology with higher traffic rate downstream
and lower traffic rate upstream. ADSL technology satisfies the bandwidth

requirements of applications which demand “asymmetric” traffic, such as web
surfing, file downloads and telecommuting.

Bandwidth
The amount of data that can be transmitted in a fixed amount of time.
Browser

A software application used to locate and display Web pages. Examplesinclude
Netscape Navigator and Microsoft Internet Explorer.

BSS

BSSisthe acronym of Basic Service Set that consists of awireless
access point and a group of wireless client PCs.
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Communication Protocols

Communication between devices requiresthey agree on the format in which the
dataisto be transmitted, sent and received. The communication protocols are a
set of rules that define the data format.

Cookie

A Cookieisapiece of datastored on your PC that aweb server can retrieve later
to identify your machine. It is normally atext with ID number, but can include
other information.

DHCP

DHCPR, short for Dynamic Host Configuration Protocol, is a protocol for
assigning dynamic |P Addresses to devices on a network. Dynamic Addressing
means that a device can have adifferent P Address each time it connectsto the
network.

Domain Name

A name that identifies one or more IP Addresses. For example, the domain
name microsoft.com represents about adozen | P Addresses. Domain names are
used in URLs to identify particular Web pages. For example, in the URL
http://mww.pcwebopedia.com/index.html, the  domain name is
pcwebopedia.com.

DoS

DoSis the abbreviation for Denia of Service. This occurs when a computer or
network is overwhelmed to the point that it can no longer function normally.
For example, a hacker may use fake IP addresses to accumulate numerious
connections to flood the server he wants to attack.

DDNS

DDNS is an acronym for Dynamic Domain Name Service. It helps map the
domain name of ahost which has adynamic public |P address to the | P address
that is alocated each time the | SP assigns a new | P address.

DNS

Short for Domain Name Server, DNS transates domain names into IP
Addresses and help us recognize and remember domain names as they are
alphabetic in form. The Internet actually runs on numbered IPAddresses. DNS
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servers trandate domain names into their respective |P Addresses.

DSSS

Also known as Direct Sequence Spread Spectrum, it isaradio
transmission method that continuously changes frequencies.

Ethernet

One of the most common Loca Area Network (LAN) protocols. Ethernet uses
abus topology which supports a data transfer rate of 10 Mbps.

ESS

ESSis an acronym for Extend Service Set that consists of several
BSS's.

Firewall

A security system used to enforce an access control policy between an
organisation’s networks and the Internet.

IEEE

Short for Institute of Electrical and Electronics Engineers, an organization best
known for developing standards for the computer and electronics industry.

Internet

A global network connecting millions of computers for the exchange of data,
news and opinions.

Intranet

A network based on the TCP/IP Protocol (an internet) belonging to an
organization, and accessible only by that organization's members, employees,
or others with authorization.

Infrastructure Network

Unlike “Aad-hoc” network, where userson awireless LAN send
data to each other directly, users’ on an “Infrastructure’ network
send data to the other point through a dedicated access point.
Additionally, the access point enables users on awireless LAN to
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access an existing wired network to take advantage of sharing the
wired networks resources, such asfiles, printers, and Internet
access.

IP Address

An identifier for a computer or device on a TCP/IP network. Networks using
the TCP/IP Protocol route messages based on the | P Address of the destination.
Theformat of an IP addressis a32-bit numeric address written as four numbers
separated by periods. Each number can be from zero to 255.

IPSec

Internet Protocol Security is a security standard for network
transmission. It provides authentication and packet encryption
over the Internet.

ISP

Short for Internet Service Provider, a company that provides access to the
Internet, usually for a monthly fee. The ISP provides a software package,
username, password and access phone number allowing users to log on to the
Internet, browse the World Wide Web and send and receive e-mail.

Local Area Network (LAN)

A computer network that spansarelatively small area. Most LANs are confined
to asingle building or group of buildings. However, one LAN can be connected
to other LANs over any distance viatelephone lines and radio waves. A system
of LANSs connected in thisway is called awide area network (WAN)

MAC Address

Short for Media Access Control Address and in a hardware address that
uniquely identifies each node of a network.

NAT

Short for Network Address Translation, arouting protocol that allows global 1P
Addressesto betrandated into multiple private IP Addresses for use on internal
LAN networks. The explosion in the use of the Internet has created a critical
problem for the Internet Assigned Numbers Authority (IANA) which is in
charge of assigning IP Addresses to Internet users, ISPs etc.. NAT is a
technology that has been introduced to help maximize the utilization of
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assigned IAN and global IPAddresses.

Network Protocol

Network protocols encapsulate and forward data packets from one interface to
another.

PAP/CHAP ISP

Short for Password Authentication Protocol and Challenge Handshake
Authentication Protocol. Most ISPs use either one for user identification. If
your ISP doesn't support these two protocols, contact your ISP for an
authentication script.

PPP

Short for Point-to-Point Protocol, a communications protocol for transmitting
information over standard telephone lines between devices from different
manufacturers.

PPPOE

Short for PPP over Ethernet, relying on two widely accepted standards,
Ethernet and the Point-to-Point Protocol. It's a communications protocol for
transmitting information between devices from different manufacturers over an
Ethernet.

PPTP

Short for Point to Point Tunneling Protocol, PPTP encapsul ates
the packet for transmission over the Internet. It is similar to
creating a private “tunnel” over alarge public network and has
almost equal security to a private network without actually leasing
aprivate line.

Protocol

An agreed format for transmitting, sending and receiving data between two
devices.

Roaming

The ahility for a wireless device moving from one access point’s range to
another without losing the connection.
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Router

An Internet device that routes requests for information to other routers until the
information’s location is found and the data can be transmitted back to the
origin of the request.

SPI

SPI isan acronym for Stateful Packet |nspection. The SPI engine examines not
just the headers of the packet, but also the packet contents, it can then determine
more about the packet than just its source and destination information.
Moreover, stateful inspection firewalls also close off portsuntil a connection to
the specific port is requested.

TCP/IP

Short for Transmission Control Protocol and Internet Protocol, the suite of
communications protocols that enable hosts on the Internet to connect and
exchange streams of data.

VPN

VPN isan acronym for Virtual Private Network. Via access
control and encryption, VPN brings the same security to data
transmission through the Internet asif it being transmitted through
a private network. It not only takes advantage of economies of
scale but also ensures high level security while the packet is sent
over the large public network.

Wide Area Network (WAN)

A system of LANs being connected by telephone lines and radio waves.
Although someWANSs may be privately owned, they are usually considered a
means of public access.

WEP

An acronym for Wired Equivalent Privacy. It is an encryption mechanism
used to protect your wireless data communications. WEP uses a combination of
64-bit/128-hit keys to encrypt data that is transmitted between al pointsin a
wireless network to insure data security. It is described in the |IEEE 802.11
standard.
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